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Defense Packages

Basic Package

NG AV Windows Defender - . Windows
Windows Defender works as a cloud-powered endpoint
security solution that helps to secure against ransomware, ‘ ' D efe N d e I

file-less malware, and other sophisticated attacks.

What is an Endpoint? _
« An endpoint is any device connected to your network.

« Endpoint Protection secures the encrypted transmissions between endpoints.
+ Even though encrypted, attackers can intercept those transmissions to invade your system.

Windows Defender offers -
« Cloud-based solutions, requiring no additional deployment of infrastructure or agents

within your Windows endpoints.

- Seamless integration with automatic updates.

» Client leveraging and cloud-based Machine Learning with behavioral algorithms to detect
and block both known and unknown threats.

« Tools for security teams to hunt for compromises over six months of historical data,
allowing in-house IT to build their own custom hunting queries and detections.

- Rapid attack responses, scalability of security resources, and evolving cyber defenses.

Huntress EDR and MDR for 365

Huntress differentiates itself in its search for security threats by focusing
on an often-overlooked indicator called an endpoint malicious foothold.

Imagine a castle under siege. If one attacker can raise a ladder against
the wall, they establish a foothold that subsequent attackers can follow.

Huntress offers -

« [dentification of footholds with actionable recommendations L
and instructions for removal. HUNTR :SS

- Simple deployment and management with cloud-based technology.

« Automatic updates, allowing Huntress to slide seamlessly into any present security stack.

« A paired human ThreatOps team to review thousands of new persistence mechanisms
and simultaneously hunt for malicious footholds.

- Assisted Remediation, allowing you to approve the automatic execution of targeted
elimination actions by the Huntress agent.

« Monthly and quarterly threat reports justify the value of security to your stakeholders.

« 24/7 detection analysis to filter out false positives and provide remediation steps, allowing
your busy technicians to focus their efforts.

« Constant monitoring so you don’t have to worry about the early mornings or late evenings.

Advanced Package

NG AV/EDR Sentinel Control
Powered by a curated selection of pre-existing technologies integrated
into one seamless solution, Sentinel Control represents the next generation
of solutions for endpoint protection, detection, and response.

Sentinel offers -

- Differentiated loT security, cloud security, Sent I nel Omem

and IT operations capabilities.

+ Next-generation antivirus and rollback detection to provide automatic action against threats.

- Compatability across a broad range of devices and systems including agents for Windows,
Mac, Linux, and Kubernetes.

« Support for a variety of form factors including physical, virtual, VDI, customer data centers,
hybrid data centers, and cloud service providers.

« Saa$ to set up your network and detect potential issues in correspondence between users,
providing a service that both detects anomalies and provides corrective action.
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